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32 KB (Atack) : WEOBE, RE. %A, b, BH. UIRFT IR T
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ZEB 1L (Non-Repudiation) : 4 L& LITH, T Lh L &5 &k Z
LT 45 4 T 5 R4 (ISO/IEC 27000:2018)
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FR2 NUF =gl ERENIEEBBEECERINLS,

WEEE (Verification) @ FEEAGEMAIRTRT A2 L0 L » T, HESEREE N~
SRTWDZ L HHERTDH 2 & (ISO/IEC Guide 63}
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Particular Requirements for Network Connectable Components of Healthcare and Wellness
Systems
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22

23,

25.

26.

ANSM (Draft): Cybersecurity of medical devices integrating software during their life cycle
(July 2019)

China: Medical Device Network Security Registration on Technical Review Guidance
Principle (January 2017)

.European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN

PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repealing Council Directives 90/385/EEC and 93/42/EEC (May 2017)

European Commission: REGULATION (EU) 2017/746 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May
2017)

FDA (Draft): Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices (October 2018)
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27.FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS)
Software (January 2005)

28. FDA.: Design Considerations for Devices Intended for Home Use (November 2014)
29. FDA: Postmarket Management of Cybersecurity in Medical Devices (December 201 6)

30. Germany: Cyber Security Requirements for Network-Connected Medical Devices
(November 2018)

31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 201 9)
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34. Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)

35. TGA: Medical device cybersecurity - Consumer information (July 2019)

36. TGA: Medical device cybersecurity guidance for industry (July 2019)

37. TGA: Medical device cybersecurity information for users (July 2019)
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38. CERT™ Guide to Coordinated Vulnerability Disclosure
htips://resources.sei.cmu.edu/asset_files/SpecialReport/2017_003_001 503340.pdf

39. The NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

40. NIST’s Secure Software Development Framework (SSDF)
hitps://csre.nist.gov/CSRC/media/Publications/white-paper/2019/06/07/mitigating-risk-of-
software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-software-~

vulns-draft. pdf

41. Medical Device and Health IT Joint Security Plan (January 2019)
https://healthsectorcouncil . org/wp-content/uploads/2019/0 1/HSCC-MEDTECH-JSP-v | .pdf

42. MITRE medical device cybersecurity playbook (October 2018)
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https://www.mil’re.org/publications/technica!—{)apers/medical—device—cvbersecurity-regionai-
incident-preparedness-and

43. MITRE CVSS Healthcare Rubric
https://www.mih'e.org/publications/technica1~papers/mbric-f0r—applving-cvss-to—medica1~
devices

44. Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP)
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx

45. Open Web Application Security Project (OWASP}
https:/Awww.owasp.org/index.php/Main_Page

46. Manufacturer  Disclosure  Statement  for  Medical  Device  Security (MDS?)
https://www.nema.orngtandards/Pa;zes/Manufacturer—DiscIosu1'e~Siatement-for—l\fledical—
Device-Security.aspx

47. ECRI approach to applying the NIST framework to MD
https://www.ecri.org/components/HDJournal/Pages/C vhersecurity-Risk-Assessment-for-
Medical-Devices.aspx

48. National Telecommunications and [nformation Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes and Actions: A Research Report from the
NTIA Awareness and Adoptiont Group
https://www.ntia.doc.oov/files/ntia/publications/2016_ntia_a_a_vulnerability_disclosure insi

ghis_report.pdf

49, ht‘tps://repubiicans—energvcommerce.house.gov/wp~c0nf:em:’unloads/2() [8/10/10-23-18-
CoDis-White-Paper.pdf

50. hitps://resources.sei.cmu.edu/asset files/SpecialReport/2017_ 003 (01 503340.pdf
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82 MBEB: BRNARKRBIECHRICET 2EHIROY Y —2A

A=A NZVT
CERT Australiac (CERT A—X kU 77)
hitps://www.cert.gov.au/

AusCERT
https://www.auscert.org.au/

TTN
All Certs in Brazil(7F 3 /VEP© CERT —&)
https://www.cert.br/csirts/brazil/

il g
Canadian Centre for Cyber Security(# F & ¥ A /SA—t F 2 U F 4 1 ¥ —)
htips://www.cyber.ge.ca/

RR M
CERT European Union(CERT BRI &)
https://cert.europa.cu

7T A
ANSM
https://ansm.sante. {1/

h%’tps:f/W\-\-’\\-'.ansm.Sante.fr/Dec]arer-un—eﬂ‘et—indesi1‘abEe/Votre—deciaration-concernevun—
dispositif-med ical/Votre-declaration-concerne-un-dispositif-medical/{oftset)/0

French Ministry of Health and Solidarity(” 7 > A B4 %)
ht‘t‘ps:/fsoiidariles—sanle.gouV.fr/soins~et-maEadiesfsignalemem-sa:1te-g0Ll\-"—frf

Shared Health Information Systems Agency(GtE EMIF L 27 LJT)
https://www.cyberveille-sante.gouv.ft/

ANSSI - National Agency for Information Systems Security([E FIER AT LFa T4
T)

https://www ssi.gouv.fr/en/
KA

CERT Germany(CERT F- /)
https://www.cert-bund.de/

A7 V7T

hitps://www.csirt-ita. it/
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H A&

Japan Computer Emergency Response Team/Coordination Center(JPCERT =—%F 4 — 1/ 3
v —JPCERT/CC)
https://www jpeert.or jp/vh/top.html or https://www jpcert.or.jp/english/

Vo H B
SingCERT
https://www csa.gov.sg/singcert/news/advisories-alerts

KE
Industrial Control Systems CERT(EE ¥ #ll4#1 2 2 7 2 CERT:ICS-CERT)

https://www.us-cert.gov/ics

US CERT(CERT #[H)
https://www.us-cert.gov/

2020/318 Page 51 of 51






